E-ISSN: 2321—9637
Volume 2, Issue 1, January 2014

International Journal of Research in Advent Tecimology

Available Online at:http://www.ijrat.org

A REVIEW OF VIDEO STEGANOGRAPHY
METHODS

Richa Kharg, Dr. Kuldeep Raghuwanshi
M.Tech. IV SEM (CSE)
’HOD of CSE Dept
“20Oriental College of Sc & Tech Bhopal
Yricha.khare28@gmail.com, drkul deepraghuwanshi @oriental.ac.in

ABSTRACT:

Steganography is the art and science of sending @t messages such that the existence and nature of
such a message is only known by the sender and intked recipient. Steganography has been practicedrfo
thousands of years, but in the last two decades §#nography has been introduced to digital media.
Attacks, misuse or unauthorized access of informain is of great concern today which makes the
protection of documents through digital media is griority problem. It is the art of hiding message nside

a multimedia block. Data hiding can be done in dirent medias like text, images and audio valid datar
not. This urges the researcher’s to devise new datading techniques through Steganography principlego
protect and secure the data of vital significanceThis paper we focus simple review Steganography
methods.
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1. INTRODUCTION

Steganography is the art and science of writingléndmessages in such a way that no one, aparttfrem
sender and intended recipient, suspects the egesteiithe message, a form of security through afigci®].
The word Steganography is of Greek origin and méaancealed writing” from the Greek words steganos
meaning “covered or protected”, and graphing megftio write”. Steganography is the technique ofitidthe
message in a chosen carrier such that no one etteejntended recipient is aware of its existeride Block
diagram of Steganography mechanism is shown inr€igju
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Figurel. Block diagram of Steganography scheme

Here a secret data is being embedded insideer anage to produce the stego image. A key isnofieeded
in the embedding process. The proper stego kegad by the sender for the embedding procedure s@he
key is used by the recipient to extract the stemercimage in order to view the secret data. Thgasimage
should look almost identical to the cover image.

A Steganography system, in general, is expectedeet three key requirements, namely, impero#ipti of
embedding, accurate recovery of embedded informatiad large payload (payload is the number of thias
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get delivered to the end user at the destinatidh)lh a pure Steganography framework, the techenifpr
embedding the message should be unidentified torengther than the sender and the receiver. Arctefée
Steganography should posses the following chaiiatitsr:

Secrecy Extraction of hidden data from the host mediurautth not be possible without the knowledge of the
proper secret key used in the extracting procedure.

Imperceptibility : After embedding the data in the medium, it shob&l imperceptible from the original
medium.

High capacity: The maximum length of the hidden message thabeasmbedded can be as long as possible.

Resistance The hidden data should be able to survive whenhbst medium has been manipulated, for
example lossy compression scheme.

Accurate extraction: The extraction of the hidden data from the medalnould be accurate and reliable.

There are mainly three basic data embeddictontques for images in practice, namely Least St Bit
(LSB) Method, Masking and filtering and Transformskd [11]. The primitive method is embedding in LSB
Although there are several disadvantages to thsoagh, the relative easiness to implement it makes
popular method. In this method we embed informatiothe LSB of pixels colours. The changes of LSBym
not be noticeable because of the imperfect seitgitiv the human eyes. On an average, only hathefbits in
an image will need to be modified to embed a senesage using the maximal cover size. While usi2g-bit
image gives a relatively large amount of spaceide Imessages, it is also possible to use an 8raigé as a
cover source. Because of the smaller space andradfiff properties, 8-bit images require a more ahref
approach. Where 24-bit images use three bytegptesent a pixel, an 8-bit image uses only one. Gihgrthe
LSB of that byte will result in a visible change ablour, as another colour in the available paleti¢ be
displayed. Therefore, the cover image needs teleeted more carefully and preferably be in grajescas the
human eye will not detect the difference betwedieidint gray values as easy as with different aa¢il].

Masking and filtering techniques, usuallytrieted to 24 bits or gray scale images, take fediht approach
to embedding a message. These methods are effgctivélar to paper watermarks, creating markingsan
image. This can be achieved, for example, by maodifghe luminance of parts of the image. While niagk
does change the visible properties of an imagegritbe done in such a way that the human eye wailhatice
the difference. Since masking uses visible aspafctee image, it is more robust than LSB modifioatiwith
respect to compression, cropping and different «iotlimage processing. The information is not hiddethe
noise level but is in the visible part of the imageich makes it more suitable than LSB modificasiam case a
lossy compression algorithm like JPEG is being U&édl In transform based data embedding, the cowege
is transformed into another domain. Then the datanibedded in the transform coefficients. This wetis
highly robust and complex. The major transformatiarsed are DCT and DWT. DCT is used in JPEG
compression algorithm to transform successive 8x8l plocks of the image, into 64 DCT coefficiergach.
After calculating the coefficients, the quantiziogeration is performed. Although a modificationaokingle
DCT will affect all 64 image pixels, the LSB of thguantized DCT coefficient can be used to embed
information. When information is hidden in videdetprogram or person embedding the information will
usually use the DCT method. DCT works by slightharging the coefficients of each of the imageshim t
video, only so much that it is not noticeable bg ttuman eye. Data embedding in videos is similahab of
data embedding in images, apart from informatiohiéken in each frame of the video. When only alsma
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amount of information is hidden in a video, genlgrdlis not noticeable. However, when more infotioa is
hidden, it will be more noticeable. DWT is basedsob-band coding and is found to yield a fast camtjnn of
Wavelet Transform. It is easy to implement and cedithe computation time and resources required.

A 2-D DWT transforms an image into four sub ésirLL, LH, HL and HH where L and H stand for Lowda
High. The LL sub band contains the average infoionaand the other three sub-bands give the fintildeof
the image. Even if the three sub-bands LH, HL, Hélrmade zero, the LL alone can give the averaggen(an
image of lower quality, with no finer details). 'éan embed the message image in two LSB planes pHILH
and HH sub bands. Data is embedded in LL sub-banavbid compression losses. Human Visual System
(HVS) model points out different insensitivities ang different level sub bands.

There are some other classification is alailable, Digital steganography methods can besilad in
three distinct modesnjection, substitution and for the third | coin the terpropagation (otherwise known as
“generating a new file”). The first two, and oftdre third type utilize specifibit locations as the covert channel
for communications. And most utilizestego-key, which provides control for the hiding and recovprgcesses,
preventing or restricting detection by those whe ot aware of the key, or do not have access to it

a.Injection steganography works as might be expedtetthat thepayload or embedded data is placed inside
the original (unaltered) hosbver-text, cover-image, cover-audio or cover-program file. Doing so increases the
host file size, and the process must be done ih aumanner as to prevent the end-processing oermsdn
application (word processing program, picture viewausic player, etc.), from revealing the preseotéhe
embedded data within the cover. Most file typessargceptible to injection steganography. The fsufting
from this process, or any other steganographic odetlogy is often referred to as the stego-texigaiteage
(audio,etc.) file, or more generically, a stego-object.

b. Substitution steganographgplaces what is viewed as an insignificant part of the adfile, but also must
survive when processed by any “native” applicaoich as those listed above. The substituted podticam
executable cover file could be a program modulsegment of executable code that is rarely or nased.
This method (sometimes referred to as “bit-twidglior “bit-tweaking”) can result in file degradaticuch as
aberrations in video or still images, audible namseound files or in the case of executables, ggsing errors.

c.Propagation Steganography most often utilizesreiggion engine which when fed the payload produces
an output file. (It is possible to do it manuallging a lookup table when the stego-object will &et)t The
content of this file, sometimes referred to as anfit’, may appear as a freeform graphic, a mudi, fa
verbose text document, a fractal image or somer dtiten. When reprocessed by the generation engiité,
few exceptions, a given payload will yield the sastego-object file. There is no host file or coebject
involved in this method.

The advantage of Steganography, over cryppdgraalone, is that messages do not attract atteritio
themselves. Plainly visible encrypted messagesnatter how unbreakable will arouse suspicion, a@ay im
themselves be incriminating in countries where yptoon is illegal. Therefore, whereas cryptograpngtects
the contents of a message, Steganography can dhé¢osprotect both messages and communicating partie
Techniques provide an interesting challenge fotalifprensic investigations.

2. NEURAL NETWORK IN STEGANOGRAPHY

The term neural network was traditionally used défer to a network or circuit of biological neurorghe
modern usage of the term often refers to artifiolral networks, which are composed of artifici@alirons or
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nodes. Artificial Neural Networks may either be dise gain an understanding of biological neuralveeks, or
for solving artificial intelligence problems withbmecessarily creating a model of a real biologegtem.
Artificial Neural Networks have been applied susfelty to speech recognition, image analysis anaptide
control, in order to construct software agentsutoaomous robots.

There is (or should be!) interest from theierterrorism and law-enforcement communities aagures
that can be used to detect the existence of hiddém This is steganalysis [3]. A single featurey mpeovide
only scant indication of the presence of Stegamigraor, several features may on their face canificheir
diagnosis. What is needed is a method of combinindfiple features into a single conclusion of “ste@r
“innocent”. For this we utilize a pattern recogoiti system called an artificial neural network (ANN)
Developing an ANN is a two-stage process. tHims network is trained by feeding it the featuresn a large
pool of images, some of which are known to constégo, and some that are known to not contain stego

Based on the training, the neural net deteemcomputational rules that can then be appli¢dedeatures
of an image of unknown character. One particularitno¢ an artificial neural network is that it islaptive—as
additional data is provided to the system it rediits prediction function. In this way the patteecognizer can
respond to evolution in the data. For example gk modifications are made to an existing stegaajlgic
algorithm, the software will be able to adapt. Silbaohui et al adopted neural network approachiridirfg the
features which has significant effect on data hgginocess [5].

3. RELATED WORK

a. Neural network has the super capability to appnaxion any nonlinear functions. We first extracitiees

of image embedded information, then input them mtoiral network to get output. Manikopoulos et[2].
discussed an algorithm that utilises the probatdénsity function (PDF) to generate discrimind&atures fed

into a neural network system which detects hiddeta dn this domain. A group of scientists at lowat&
University are focusing on the development of amoirative application which they call “Artificial &ural
Network Technology for Steganography (ANNTS)” aiinat detecting all present Steganography techniques
including DCT, DWT and DFT.

b. Adoption of Neural Network Approach in Maher El Arbt al. suggested video watermarking based on
neural network [7]. They propose a novel digitales watermarking scheme based on multi resolutiotiom
estimation and artificial neural network. A mul&solution motion estimatiomlgorithm was adopted to
preferentially allocate the watermark to coefficgoontaining motion. In addition, embedding anttastion of

the watermark were based on the relationship betveeavavelet coefficient and its neighbour’s. A raur
network was given to memorize the relationshipswben coefficients in a 3x3 block of the image.
Experimental results showed that embedding watdemadrere picture content is moving is less percégptib
Further, it showed that the scheme was robust ageimmon video processing attacks.

c. Guohua Wu el al. [5], suggested Counter propegdatieural Network (CNN) based method for fast audio
digital watermark. By making use of the capabiitef memorization and fault tolerance in CPN, watak is
memorized in the nerve cells of CPN. In additidveyt adopt a kind of architecture with an adaptivenber of
parallel CPN to treat with each audio frame and ¢beresponding watermark bit. Comparing with other
traditional methods by using CPN, it was largelypiove the efficiency for watermark embedding and
correctness for extracting, namely the speed ofleviatgorithm. The extensive experimental resultswsd
that, we can detect the watermark exactly undert wibattacks. This method efficaciously trade afttbthe
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robustness and inaudibility of the audio digitatevenark.

4. CONCLUSION

There are many techniques for Video Steganogragteyonly discussed here Neural Networks based Msthod
Because today Al Based computer are used verylyajpidiarious fields, and NN techniques are usedebi.
The performance of various methods can be furtheroved with the use Neural Networks Methods.

Similarly, we can also use error back propagatigeréhm to improve video Steganography performaate
today new era of computer Techniques which is mdstbed on Artificial Intelligence.
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